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ASSETs+ Core values

Building a sustainable human resources supply chain for the European defence industry within

ASSETS:

Our goalis
to understand, anticipate
and formalize Defence skill needs
in ever-changing technological fields
for designing training courses
and developing a European
Defence Qualification System
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ASSETs+

Our aim is to understand, anticipate and formalize Defence skill needs...

0aag

@g Anticipate:

Understand:

Collect industrial

needs
Rely on Al and human expertise

Meet educational

_ Map technological evolution
requirements

20-10-2021

ASSETS:

Formalize:

Extract skills needs related to

the identified technologies

Group skills in job profiles

Co-funded by the
Erasmus+ Programme
of the European Union



5

ASSETs+

... In ever-changing technological fields...

Robotics, Autonomous vehicles,
Artificial intelligence

C4ISTAR

(Command, Control, Communications, Computers, Intelligence,
Surveillance, Target Acquisition and Reconnaissance)

Universities, VET
Providers, Industry,
Cybersecurity Research fou nda.tlor! and
Sectoral organization
- Co-funded by the
Erasmus+ Programme
of the European Union
20-10-2021



ASSETs+

... for designing training courses and developing

an European Defence Qualification Systems.

BRIDGE BUILDING

Defence
Training
Network

Defence
Industry

Education
systems

Co-funded by the
Erasmus+ Programme
of the European Union
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ASSETs+ objective

ASSETs

T o

é « W N Harmonized
J /\ ﬁg | ﬁf Training Courses

and Qualifications

v

RESEARCH DESICN designed and developed

for Defence

Co-funded by the
Erasmus+ Programme
of the European Union
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ASSETs+ approach

Complexity ASSETS*
Extent

Comunicability

DATADRIVEN APPROACH ~ ~ [DU0ANGESRE.  HUMAN-IN-THE-LOOP Quantitative
Efficiency I 7

Completeness

Reproducibility

Co-funded by the
Erasmus+ Programme
of the European Union
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Alliance for Strategic Skills Addressing Emerging Technologies in Defence
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Brainstorming

Techs analysis Tech foresight Skills analysis with experts

Roadmaps

500k

analyzed documents .
S kl I I 2 E S C 0 ;‘::f;:dum @l Ecucation 'fr'-mmv.@ @ EﬁEdU(al‘n&T’K R

i . E;ad‘:‘:;‘r:duate ol ; | 7;55__
& ¥ Py o — —

= NICE | &+ | #EFEE | |a [y 3 1 [ ]

| fﬁg oo — | = -

CYSRNET — ‘indeed | < . = e ——  S—
time

Co-funded by the
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of the European Union
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ASSETs+ approach

Automatic
analysis on
the current
situation in
Defence

Expert
knowledge
on future
oriented
time-framed
events.

10 20-10-2021

Data driven results

Database and

report on

’...

relevant techs,
apps, skills and

job profiles

~

Brainstorming results

Workers
Post-graduate

]

®
ignDevelop | (705K

i Trends

With the support of the
Erasmus+ Programme
of the European Union

LTS

3 technological domains

97 technologies classified

59 applications identified

3 sessions

~50 ideas generated per

session

172 skills classified

18 u | job profiles identified

3 perspectives explored:

= Technologies and applications
= Job activities

* Education & training



ASSETs+ approach

. Data driven results
Automatic
analysis on . Database and - |
the current : report on Roadmaps
~ relevant techs, . p )
situation in apps, skills and
Defence \ job profiles ) 4 ) T ]
[T [ )
$Task
Expert Brai i ‘ ([
P Brainstorming results SN G
knowledge
Workers m
on future = X .
H Design/Develop [E7ask 9
time-framed = T .
eton time
events. \ ) ~ 4

With the support of the
Erasmus+ Programme
of the European Union
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Technologies and skills analysis - Uuantitative

Document analysis

ASSLTS:

IDENTIFY MEASURE

_____________________________________________________________________________________________

Techs and ..' .' E
defence 4’8: i |
licati E i
apprication . Abstraction level: which is the level of grain of the technology i

. Degree of specialization: how important is the skill for a job profile

Document
. Skills and ;
Collection —’g job proflles . Degree of knowledge: the required level of a skill for a job profile

' Labor market demand: how much the skill is required for a job profile

____________________________________________________________________________________________

Maturity level: how old is the technology

Growth level: how much the technology is growing

With the support of the
Erasmus+ Programme
of the European Union
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Technologies and skills analysis - Duantitative

Results

Entities relations can be

visualized in a network

The connections derive
from the co-occurrence of
the entities in the database
of knowledge, skills and

abilities of ESCO

With the support of the
Erasmus+ Programme
of the European Union
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Technologies and skills analysis - Duantitative

Results ASSETs*

Entities relations can be

visualized in a network

The connections derive
from the co-occurrence of
the entities in the database ‘
of knowledge, skills and

abilities of ESCO

Technologies Skills

Applications

With the support of the
Erasmus+ Programme
14 20-10-2021 of the European Union




Technologies and skills analysis - Uuantitative

Results
ASSLTS:
Not only But also
technological skills defence related and transversal
and technical job profiles skills and occupations

........................................................
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Technologies and skills analysis - Duantitative e

Defence related job profiles

A survey to the industrial partners allows to identify the most relevant

job profiles to include in the design of edu-training activities.

Robotics, Al and Autonomous-Systems domain

117 job profiles

Data Scientist
Database Administrator
Ict System Administrator
Optoelectronic Engineer
Chief Ict Security Officer
C4ISTAR domain Cybersecurity domain Cyber Defense Analyst

69 job profiles 31 job profiles Cyber Defense Incident Responder
Information Systems Security Developer

Security Architect

20-10-2021



echnologies and skills analysis - Juantitative

d "lﬂ‘)

Skills2ESCO

European Classification of
Skills/Competences,
Qualifications and Occupations

ASSETS:

English (en) @ Whraie ks S g Lary inbg ks

ICT security engineer B o

14 neW Ski”s proposed 'a Full concept and hierarchy

Description

ICT security engineers advise and implement solutions to control access
to data and programs and ensure the protection of the organization's
8 mission and business processes.
. 7 ICT security engineers are the gatekeepers of information within an
S kl | IS U pd ateS p rO posed organization or product by being responsible for the protechon and
security of the related systems. They are in charge of the network and
systems in a security capacity and design, plan and execute the system’s
security architecture, incuding reference models, segment and solution
architectures, and security policies and procedures. They update and
upgrade the security systems in response to security-related incidents.
. . J ICT security engineers collaborate with the security team to identify,
JO b p rOfl | es U pd ates p ro posed validate, and levy requirements and to participate in target selection,
validation, synchronization and execution of cyber actions. They
collaborate with other planners, operators and or analysts to provide post-
event analysis.

rnative laba

\ 4

security architect

i new job profile proposed and integrated TT securty xper

ICT security advisor
ICT security architect
nformation communications technology security consultant

ICT security consultant

IT secunty advisor

IT secunty consultant

consultant in ICT security activities

nformation technology secunty consultant

17 20-10-2021
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Technologies and skills analysis - Qualitative

C4aiD: Our Framework to Look Forward with panel of experts

g

With the support of the
Erasmus+ Programme
of the European Union

Command
Control

C icati
C4AID cppersecuriy

Artificial Intelligence

Defence (Intelligence, Surveillance,
Target Acquisition, Reconnaissance)

Defence Areas

Land

Sea

Air

Space

Cyberspace

Artificial . .
Intelligence Third session
wn . -
-2 Cybersecurity Second session
L)
o
c
£
9
2 Robot :
+ O
(7,
=
Autonomous @
Systems
20-10-2021




Technologies and skills analysis - Qualitative

First brainstorming:
The impact of Al, Robotics
and AV in the Sea Defence
Area

Second brainstorming:
The impact of Cybersecurity
in the Defence Areas

Third brainstorming:
The impact of Al in the
Defence Areas

Technologies
r{éé and
Applications

Machine learning on the edge

Open-source and quantum

Standardization

© Job
S\ Activities

and its trade off computing
Needs of Cybersecurity
Mix Al with business and Architects, Chief Product Collaboration with end-users
engineering process Security Officer and technologies
and SecDevOps

-y Education
Training

Multidisciplinary & soft-skills

Agile and short courses
Lifelong learning
Gamification

Awareness of Defence needs

19 20-10-2021

With the support of the
Erasmus+ Programme
of the European Union
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Al, Robotics, Autonomous systems - Technc

logy & Applications Roadmap

. Data Lakes
Data collecting ' 2ensor , Cyber physical system : J
e { Big data ) ( Internet of Things )
and utilization l______ E_dg_e_cz_mFﬂtm_g______-_; Edge Al L Blockchain ] Federated learning
Artificial Intelligence [ Adversarial machine learning |
[ Machine learning ] ‘ ‘ Digital twin
[ Reinforcement learning ] Frugal Artificial Intelligence
Deep learning

Optimization

ASSLTS:

( Process Automation, AutoML ]
( Neural network ) = _
. Cognitive modelling
CompUt| ng Fuzzy logic Cloud computing - -
t
( Support vector machine ) ( e J =
High performance computing ( Reasoning network ] for .ct.ernf.lcated hardware for the
e i i = — = critical infrastructure systems
T _Slmulatlon T [ Explainable artificial intelligence |
( Signal processing ] | Generative Adversarial Network |
_______ icle Autonomous-system
I_ _ Autonomous vehicle | Y [ Soft robotics ]
Human Machine Interaction Raobotics
Voice | _Na_tuEI Ianguage processmg | l Image processing I
Voice recognition - -
and s . g. _ [ Image Semantic Segmentation ] [ Technolgogies to deal with ]
.. omputer vision ;
: restricted data
Vvision ( Clustering ] ( Augmented reality )
Communication GPS ( 5G )
L _ A;ddgﬁe_marmfa_ctuﬁng_ __
Manufacturing ( Automation ] ( 3D printers ]
[ Structures and Materials ]
Outdated Mature Established Emerging To be developed
PRESENT FUTURE

20-10-2021

With the support of the
Erasmus+ Programme
of the European Union



Gybersecurity - Technology o Applications Roadmap

Protect

Encryption

| Cyber range ]

I Mobile & loT securi |

| Hardware securiH |

| Cloud and virtualization security |

Firewalls

Identification & authentication

Authorization & Access control

Endpoint security

Malware analysis

QUANTUM

[ EMBEDDED

ZERO TRUST

Al FOR CYBERSECURITY

Detect

| Honeypots |

Cyber threat intelligence

Intrusion Prevention/ Detection
System (ID5/ IPS)

| DECEPTIVE

Security operations ]

™ ™ Compliance & assurance |
Secure software development

SUPPLY CHAIN

Respon

[ Forensics analysis ]
[ DoS protection

Recover

Cyber resilience

Offensive

NETWORK EXPLOITATION

Open-Source Intelligence (OSINT)/
Private Intelligence (PRIVINT)

| Penetration testing / Red teaming |

Outdated

Mature

Established

Emerging To be developed

21 20-10-2021

PRESENT

FUTURE

With the support of the
Erasmus+ Programme
of the European Union




From design to implementation: training courses for the Defence ndustry

From industrial needs to designed prototypes to pilots - Method

ASLTS*

A

Techs and. | Develop Competence Units and
Skills analysis Learning Outcomes

_ Validate the :
Industrial E desianed . Pilot the
g activies

riorities | e viti
P R e activities

Y
A

Roadmaps 1 E . Define the pedagogical l
' approaches '

g h
; ﬁl

Syllabus and
pedadogical guidelines

With the support of the

of the European Union n

Erasmus+ Programme
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From design to implementation: training courses for the Defence Industry

Highly

specialised

knowledge Remote sensing

image analysis

- e

Cybersecurity

Results

Advanced

TEQF7
+100 ECTS prototyped —
EQF6
knowledge

56 education&training Al for defence n Defence  Cybersecurity
activities dESigﬂEd seasonal school IIenge principles

for upskilling and reskilling Comprehensive -TEQF4/5

and theoretical
knowledge

ngineering Cybersecurity
puter sciences, for data
and Management  science

Target techs, skills and

job profiles for domain _ S Cybersecurity

23 20-10-2021
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The results in our research

We share with you the articles in which our partners have participated as co-authors.

20-10-2021

ASSETS!

Chiarello, F., Fantoni, G., Hogarth, T., Giordano, V., Baltina, L., & Spada, I. (2021).
Towards ESCO 4.0-Is the European classification of skills in line with Industry 4.0?
A text mining approach. Technological Forecasting and Social Change, 173, 121177.

Giordano, V., Chiarello, F., Melluso, N., Fantoni, G., & Bonaccorsi, A. (2021).
Text and Dynamic Network Analysis for Measuring Technological Convergence:
A Case Study on Defense Patent Data. IEEE Transactions on Engineering
Management.

With the support of the
Erasmus+ Programme
of the European Union




Action plan on synergies hetween civil, defence and space industries

European plan to enhance Europe’s technological edge and support its industrial base.

Synergies

Spin-ins




Action plan on synergies hetween civil, defence and space industries
s —— technology

———— security

2 cooperation
1. Foster capability driven approaches across - = development
security sectors . Cilvi I comgggg;cation
2. Promote synergies and coordinate EU st;atgg"f”itg n;an,.-ggement opportunity
programs and instruments ua'policy ~inital
3. Raise awareness about EU funding programs Space rggfar:::un;yzandagrd eu Programmes
for start-ups, SMEs and RTOs in defence, support synergy tegg:t})gﬁgj:"gﬁgxfgsm
security, space and reIevant.ch ma.rkets. ) rese.archapp”ca fion  flagsh '!;) projectsg y
4. Deveop roadmpas to boost innovation on innova t,on i off zapability driven approach
critical techs Spin ofrs space defence
5. Promote hybrid civil/defence standards de en ce aci‘;gﬁws,;;,
6. Launch aninnovation incubator hub to support i ’ L
dual-use innovations Isruptive techno og'fﬁ,,duf,ﬁaﬂﬁ,faﬁgy curopean digital innovation
7. Setup the Cybersecurity Competence Centre Start ups
8. Fund programs for distruptive technologies Cross fertlhsatlon

Launch flasgships projects on: european defence

26. EB S;ZZ:—EeaCSZZO;Tgti)ZSIIsecurecommunication oL CiViI defence )
e critical technologies

11. Space Traffic Management ] -
space industries

26 20-10-2021



Action plan on synergies hetween civil, defence and space industries

Ordinary ASSETs+
Protect
what you
High care!
J value
Extra-

Ordinary




Integration of KU Action Plan G ASSI}TS+ joals
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[ntegration of KU Action Plan & ASSETS+ goals

Policies Funds
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[ntegration of EU Action Plan & ASSETs+ goals

Policies Funds

A3LTS*

Human Resourcesg 7 Technologies
Skills, Education, Applications 8 Physical, Digital, Green

Civil
Defence

Space

B Qualification, Technical standards E
Certification and ESCO and best practices



[ntegration of KU Action Plan o ASSETS+ goals

Policies Funds ASSETS*

Human Resources \ l

Skills, Education, Applications

Technologies
Physical, Digital, Green

Civil
Defence

Qualification, Technical standards
Certification and ESCO and best practices

31 20-10-2021



32

Actors along Technological Readiness Levels

EU Member States, Citizens,
EU Insititutions, EU Agencies,
Large Enterprises

Digital Innovation Hubs,
Technology Transfer Centres,
CNR, TNO

Start-ups, Spin-offs,
Innovative SMEs, Universities
(applied and basic research)

20-10-2021

€
<

TRLg: Actual system proven in operational environment EU Funds
TRL8: System complete and qualified Investment
TRL7: System prototype demonstration in operational environment Investment fund
Research funding
Equity fund
TRL6: Technology demonstrated in relevant environment Trust Fund
TRLs: Technology validated in relevant environment Mutual fund

TRL4: Technology validated in lab

Seed money
Micro finance

Peer-to-peer lendin
TRL3: Experimental proof of concept eer-to-pee e' J
_ Crowdfunding
TRL2: Technology concept formulated _ _
TRLa: Basic principles observed Foundation (non-profit)
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My targets: static and rotary components in superalloys




SLS AM machine
in my department

in 1998

martedi 09.04.2013

LA NALIUNE

PISA

Dec 2012 FabLabPisa

Estratto da Pagina

L'UNIVERSITA’
ALL'INTERNO DELLA FACOLTA’ DI INGEGNERIA
E' NATO ORMAI DA TRE MESI IL «FAB LAB»
OVVERQ IL LABORATORIO PER GLI INVENTORI

| LLiceo

COME OGNI ANNO TORNA AL LICEQ «DINI>»
| L'APPUNTAMENTO CON LA SETTIMANA
| DELLASCIENZA: LA SCUOLA S| APRE ALLA CITTA’

Ecco dove le invenzioni
s1 trasformano 1n realta
Contatti-boom per Fab Lab

1 prototipi, la nuova frontiera del laboratorio pisano

di ANDREA VALTRIANI

LA TECNOLOGIA continua a
far passi da gigante ma per fortu-
na i ragazzi del Fahl _ah di Pisarie-
scono a «tenere il ritmon, grazie a
idee innovative e passione da ven
dere, cosi da rendere la vira pini fa-
cile agli inventori, Carmelo De
Maria, Daniele Mazzei, Salvatore
Balestrino e Gualtiero Fantoni,

5 GUALTIERO
FANTONI

Nel nostro metode di lavoro
cerchiamao di conciliare

|a filosofia del «creare

da soli» con la condivisione
delle risorse e dei pensieri

a gquella della condivisione di ri-
sorse ¢ di pensieri. Basta andare
sul sito www.fablabpisa.org, per
rendersi conto di quanto sia sem-
plice ed efficace il nostro metodo
di lavoran

IN SOLITRE mesi il FabLab ha
prodotte centinaia di idee, molte
delle quali riconosciute a livello
internazionale. «Da pochissimo,

Additive manufacturing for:

Teaching AM from
2009 In My course
of Non-
Conventional
Machining

Prototyping (also for space)
Shell-moulding
Lost Wax



My two cents (: «3till» Prototyping or static parts

Metal SLS, SLM or DMLS ...

Customer: Baker-Huges

Aeronautics componets in steel,
aluminum, nickel alloys,
titanium alloys, etc..

Laser: sgooW

Souce: solid state laser (Yb)
Volume: 250 X 250 X 350 mm
O2 in the chamber <10 ppm




My two cents (2): selective laser sintering (518) of pre-coated sands for

shell-moulding

Optical system Laser

LASER
RADIATION

ng cartridge uilding cylinder
REFLECTION l fREFLECTION y

\fﬂ‘.&

Q‘ e ABSORPTION . )"
’ ‘\ 0-0.

TRANSMISSION




Mu twu ., . metal castmg

[nvestment Gasting
.ost wax casting

Precision casting




